NudopmanuoHHas naMATKA AJI51 00Yy4AKOIIUXCS

C KaXJpIM TOJJOM MOJIOJICKH B UHTEPHETE CTAHOBHUTHCS OOJIbINE, & IIKOJBbHUKH OJTHU U3
caMbIX AaKTHBHBIX IOjb3oBaresiell PyHera. Mexay TeMm, MOMHUMO OIPOMHOIO KOJIMYECTBa
BO3MOXXHOCTEH, HHTEPHET HECeT W MpoOieMbl. JTa MmamsTKa JO0JDKHA TOMOYb Tebe 0e30macHo
HaXOJIUThCS B CETH.

Komnvromepnoie supycoi

KoMmmbrorepHslii  BUpYC — 3TO  pPa3HOBUJHOCTh  KOMIBIOTEPHBIX  MPOTPAMM,
OTJIMYUTENIFHOH OCOOCHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHHI0. B
JOTIOJTHEHWE K ATOMY, BUPYChl MOT'YT MOBPEAUTH WM IMOJHOCTbIO YHHUTOXHUTH Bce (ailiibl U
JTAHHbIE, MOJKOHTPOJBHBIE TOJIH30BATENI0, OT UMEHU KOTOPOro ObUIa 3aIylieHa 3apakKEHHas
nporpaMma, a TakKe MOBPEIUTh WU JaXe YHUUYTOXKHUTH OMEPAIIOHHYIO CHUCTEMY CO BCEMH
¢aitnamu B 11eioM. B 60IBIIMHCTBE ClTydaeB pacpOCTPAHSIOTCS. BUPYCHI Yepe3 HHTEPHET.

MeTo/1b1 3a1IUThl OT BPEJOHOCHBIX MPOTrpamMM:

1. Hcnonb3yli coBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOLUE CEPbE3HBIN YPOBEHD
3aIUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocrosiHHO ycTaHaBimMBaii mauTé (IU(POBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C 1I€JIbI0 JOPAOTKM IMPOrpamMMbl) U Jpyrue OOHOBJIEHMS CBOEH
OTIepaIMoOHHOM cucTeMbl. CKauMBai UX TOJIBKO ¢ OPUITMAIILHOTO CaiiTa pa3padoTunka
OC. Ecnu cymiecTByeT peKUM aBTOMAaTHUYE€CKOTO OOHOBIIEHUS, BKIIIOYH €T0;

3. Paboraii Ha cBoeM KOMITbIOTEpE MO IPaBaMU IOJIL30BATENS, a HE aIMHUHHUCTPATOPA.
OTO HE MO3BOJUT OOJBUIMHCTBY BPEAOHOCHBIX MPOrpaMM HMHCTAJUIMPOBATHCS Ha
TBOEM MEPCOHATILHOM KOMITbIOTEPE;

4. Hcnonb3yil aHTUBMPYCHBIE NPOTPaMMHbBIE NMPOAYKTHI U3BECTHBIX MPOU3BOIUTENCH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb puU3MUECKUl JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Hcnonp3yii BHEIIHKME HOCUTENN HH(OpMAIK, Takue Kak (hiemka, TMcK win (air u3
MHTEPHETA, TOJIbKO U3 NMPO(epeHHbIX UICTOUHUKOB;

7. He oTkppiBail KOMIbIOTEpHbIE (ailsibl, MOJyYEHHbIE U3 HEHAIEXKHBIX HMCTOYHHKOB.
Haxe T1e (ailnpl, KOTOpble NpUCIad TBOM 3HaKOMbIM. Jlydmie yTrouyHu y Hero,
OTIIPaBJIsUI JIU OH Te0e MX.

o

Cemu WI-FI

Wi-Fi - 370 He Bu/ Mepenadn JaHHBIX, HE TEXHOJOTHSI, a BCETO JIMIIL OpeH 1, Mapka. Ere
B 1991 rony Hunepnanjackas kommnaHus 3apeructpuponana opena «WECA», uro o6o3Hayano
cinoBocovetanue «Wireless Fidelity», KOTOpbIN TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTH.

Jlo Hamiero BpeMeHM Jolia jApyras adOpeBHaTypa, KOTOpas SBISETCA TaKOM XKe
TexHosoruei. Oto abopeBuarypa «Wi-Fiy. Takoe Ha3BaHue ObUTO 1TaHO C HAMEKOM Ha CTaHIapT
BbIcIINi 3ByKOBOM TexHuKkH Hi-Fi, uTo B mepeBosie 03Ha4aeT «BbICOKAsI TOUHOCTHY.

Jla, GecriaTHBIA MHTEPHET-IOCTYI B Kade, OTesIX W a’pornopTax SBIsieTCS OTIUYHON
BO3MOXKHOCTBIO BBIX0/Ia B MHTepHET. HO MHOTHE 3KCIEepPTHl CYUTAIOT, YTO 001Ie1ocTynHble Wi-

Fi cetu He sgBnArOTCS 0€30IIaCHBIMU.

Cogertsl 110 6e30macHOCTH paboTe B 00IIeJ0CTYMHBIX ceTsax Wi-fi:
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He mepenaBaii cBoro nuuHyro uHpopMaiuioo uepe3 obmenoctymnueie Wi-Fi certu.
PaGoras B HuX, XenareiabHO HE BBOAUTH MapoOJU JOCTYMa, JIOTUHBI U KaKHUE-TO
HOMEPA;

Hcnonb3yit 1 OOHOBISAN aHTUBUPYCHBIE MPOTrpaMMBbl U OpaHamayep. Tem cambIM Thl
obe3omacuib cedst OT 3aKaYKu BUPYyca Ha TBOE YCTPOMCTBO;

[Ipu ucnonp3zoBanuu Wi-Fi otkmoun ¢yskmuio «O0mmit goctyn k daitiam u
npuntepam». JlanHas (QyHKIUS 3aKppiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIE
I0JIb30BATEIN AKTUBUPYIOT €€ JIsl yA00CTBa UCIIONB30BaHUS B paboTe win yueoe;

He ucnone3yit myGmuunsiii WI-FI nns mepenaum Au4YHBIX JaHHBIX, HAIIPUMEpP JUISA
BBIXOJIa B COI[MAJIBHBIE CETU WJIM B JIEKTPOHHYIO MIOUTY;

Nnonp3yit Tonpko 3amuiieHHoe coeauHenue uyepe3 HTTPS, a ne HTTP, t.e. npu
Habope BeO-aapeca BBOAM HMEHHO «https://»;

B moOunpHOoM Tenepone orkmoun  QyHkuuio  «[lomkirouenne k- Wi-Fi
aBTOMaTHyecku». He momyckaili aBTOMaTH4ECKOTr0 MOAKIIOUEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/;I/ICZJZbele cemu

CoumanbHble CETH aKTHBHO BXOJST B HAlly JXU3Hb, MHOTHE JIIOJU PaOOTAIOT U JKUBYT
TaM IMOCTOSIHHO, a B Facebook y»xe 3apeructpupoBaH MUIUIMAp] Y€IOBEK, YTO SBISETCS OJHOU
CeIbMOI BCEX JKUTeNeH TuraHeTsl. MHOTHE TOJbh30BATENNM HE MOHUMAIOT, YTO HH(OpMAaIus,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HalJIeHa U MCIIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00513aTENIbHO ¢ OJ1aruMy HaMEPEHHSIMHU.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH B COUAJIbHBIX CCTAX:

1.

2.

Orpanuub COUCOK Jpy3eid. Y TeOs B ApPY3bAX HE JODKHO OBITh CIy4YallHBIX W
HE3HAKOMBIX JIFOJICH;

3amuimiail cBO 4YacTHYIO kH3Hb. He ykaspiBail maponu, TenedoHsl, aapeca, naTy
TBOETO POXIECHUS W APYTYIO JUYHYIO HWH(OpMaIuioo. 3IT0yMBIITUICHHUKH MOTYT
WCIONIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMTENH IJIaHUpPYETe
MPOBECTU KAHUKYJIBI;

3amuiiail CBOI penyTaiuio - Iep>KU €€ B UNCTOTE U 3a/1aBaii ce0e BOMPOC: XOTeEN Obl
TBI, YTOOBI JAPYTHE MOJIb30BATEHM BUJIETH, YTO ThHI 3arpyxkaemb? [lomymai, npexnae
9YeM YTO-TO OMyOJIMKOBATh, HAMTUCATh U 3arPY3UTh;

Ecau TeI TOBOpHINB € JIIOJIBMH, KOTOPHIX HE 3HACIb, HE MCIOJIb3yl CBOE PealbHOE
UMs U JIpYTyI0 JUYHYI0 WHGOpPMAIMU: MMs, MECTO KHUTEIbCTBA, MECTO Y4eObl U
npouee;

N3beraii pazmemienus dororpaduii B IHTepHETE, e Thl M300paKeH Ha MECTHOCTH,
10 KOTOPOI MOKHO OTIPEJIETUTH TBOE MECTOIOJIOKEHNUE;

[Ipu peructpaiuu B CONHATBLHON CETH HEOOXOIUMO HCIOIH30BATh CIIOKHBIE TTAPOIIH,
cocrosime u3 OyKB U UPP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEe §;

Jljis conManbHOM CeTH, MOUTHI U APYTUX CaWTOB HEOOXOAUMO HCIIONH30BATh Pa3HbBIE
naposid. Torga ecnu Te0st B3JIOMArOT, TO 3J0YMBIIUICHHHKH TIOJy4aT JOCTYH TOJIBKO
K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

OnexmponHvle OeHbeu

DNEeKTPOHHBIE JEHBIM — 3TO OYEHb yIOOHBIA crocol IiaTexen, 0OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIECHBIU.

QHGKTpOHHBIe JCHBI' IIOABHJIMCH COBCEM HE€IaBHO W HMMCHHO H3-3a 3TOIO BO MHOTHX
rocyaapCTBax A0 CHUX IMOP HC NPOMNHUCAHO ITPO HUX B 3aKOHAX.
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B Poccun xe oHM (QYHKUMOHMPYIOT MU O HHUX YXKe MPOMHMCAHO B 3aKOHE, TIe HX
pa3lensioT Ha HECKOJIbKO BHJIOB — AaHOHHMMHBIE M HE aHOHMMHbIC. Pa3Huiia B TOM, 4TO
AQHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOAMUTH omepauuu 0e3 uAeHTU(]UKAIIH
MOJIL30BATENsl, & B HEAHOHUMHBIX WICHTU(DUKAIINH [TOJIB30BATENIS SIBISIETCS 00S3aTSIIbHOM.

Taxoke cneayer pa3nuyarh IJMEKTPOHHBbIE (DUATHBIE JEHBI'M (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(HUATHBIE IEHBI'H (HE paBHbBI TOCYJAapCTBEHHBIM BaJlIOTaM).

OcHOBHbIE COBETHI 110 0€30I1aCHOI paboTe ¢ IEKTPOHHBIMU JI€HbIaMHU:

1. TlpuBsku K c4eTy MOOMJIBHBINA TenedoH. DTO caMblil YAOOHBIH U OBICTPBINA CIIOCOO
BOCCTAHOBUTB AOCTYN K cueTy. IlpuBsizaHHBIA TenedoH MOMOXET, eciau 3alyJelb
CBOM IUIATEKHBIN MapoJib WK 3aiJEIb HA CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Hcnonw3yit ogHopaszoBble mapoiu. [locie mepexoja Ha YCHIIEHHYIO aBTOPH3AlLMIO
Tebe yxKe He OyIeT yrpokaTh ONACHOCTh KPa)KH WM TIepeXBaTa IJIaTeKHOTO IapoJs;

3. Broibepu cnoxublii maposib. IIpecTynmHukam OyAeT He MPOCTO yrajaTh CIOXHBIN
napoib. HajnexHsle mapoam — 3To Mapoiiu, KOTOPbIE COIEPKAT HE MEHEee 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHbIE U MPONMCHBIE OYKBBI, IU(PBI U HECKOIBKO CUMBOJIOB,
TaKWe KaK 3HaK Jiojuiapa, GyHTa, BOCKIMLATEIbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSIELb.

9ﬂ€Kmp0HHaﬂ noima

DJeKTpOHHAs M0YTa — 3TO TEXHOJIOTUS U MIPEIOCTaBIsIEMbIE €10 YCIYTH 0 MEePEChIIKEe U
MOJIYUYEHUIO AJIEKTPOHHBIX COOOIIEHMH, KOTOpBIE DPACIPEAESAIOTCS B KOMIIBIOTEPHOW CETH.
OOBIYHO ~ DNEKTPOHHBIM  MOYTOBBIM  SIMIMK  BBINVIAOUT — CIHEAYIOUIMM  00pa3zoMm:
UMs_TIOJb30BaTeNA(@HUMsI_JoMeHa. Takxke KpoMme TMepeAayd IpOoCTOro TEeKCTa, HMeeTcs
BO3MOYKHOCTb IlepeiaBaTh (paitibl.

OcHOBHBIE COBETHI M0 Oe30macHoil paboTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh mpaBUIIBHBIN OYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIy4lle JOBEPSTh TEM, KOIO 3HAaellb U KTO
IIEPBBII B PEUTHHTE;

2. He ykaspiBaii B TUYHON moure JUYHYIO HH(popmanuioo. Hampumep, mydiie BIOpaTh
«MY3BIKATBHBIA _(haraT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYyX3TAaHYIO aBTOPU3AIHMIO. DTO KOT/Ia TOMUMO MapoJisi HY’)KHO BBOJHUTH
KO/JI, MPUChIIaeMbIi 10 SMS;

4. BoiOepu cioxHBIM maposb. [ KakKAOro MOYTOBOIO SINMKA JOIDKEH OBITh CBOM
HAaJIeXKHBIM, YCTOMUMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOXHOCTh HamMcaTh CAMOMY CBOM JIMYHBIM BONPOC, UCIOJB3YH 3Ty
BO3MOKHOCTB;

6. HMcnonp3yld HECKOJBKO MOYTOBBIX SIIUKOB. IlepBbIi A7l YacCTHOM MEpEenucKu c
ajgpecaramMM, KOTOpPbIM Tbl JOBEpsElIb. OJTO JJIEKTPOHHBIA aapec He Haao
UCIOJIb30BATh MPU PETUCTPALIMH HA popyMax U caifTax;

7. He otkpbiBail ¢ailibl U Apyrue BIOXKEHHS B MHUCbMaxX Jake €CIM OHM MPUILIH OT
TBOMX Jpy3ei. JIyulie yTouHH y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (ailisl;

8. Ilocne okoH4aHusi pabOTHI HAa MOYTOBOM CEPBHUCE IEPE]l 3aKPHITHEM BKIAAKH C
caiiToM He 3a0yab HaKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbCcmeo

KubepOymauar — mpeciegoBaHuE COOOIICHUSMH, COJEP)KAIMUMH  OCKOPOJICHHSI,
arpeccuio, 3aryruBaHue; XyJIUTaHCTBO; COIMAIbHOE OONKOTHPOBAHUE C MOMOIIBIO PA3TUUYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pPLOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60#. JIyummuii cmoco0: mOcOBETOBAaThCS Kak ceOs BECTH M, €CIU HET

TOro, K KOMY MOXHO OOpaTHTbCsA, TO BHayajle YCHOKOUThCS. Ecim Tl HauHelb

OTBEYATh OCKOPOJICHUSIMH Ha OCKOPOJICHHMS, TO TOJBKO eIIe OOoJIbIIe Pa30XKellb

KOH(JIUKT;

VYnpasisii cBoeil kubeppenyranuei;

3. AHOHUMHOCTH B ceTh MHHUMas. CylIecTBYIOT CHOCOObI BBIICHUTb, KTO CTOMUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJIUraHCKUI 00pa3 BUPTyaibHOH ku3HU. VIHTEpHET puKcupyeT Bce

TBOU JICUCTBUSI M COXPAHSET UX. Y TAJIUTh UX OYyAET KpailHe 3aTpyIHUTEIBHO;

CoO:roail cBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyidi enuHWYHBIM HeraTuB. OIHOPA30BBIE OCKOPOUTEIBHBIC COOOIICHHUS
aydiie urHopupoBatb. OOBIYHO arpeccusi NpeKpaaeTcs Ha HayaabHON CTaauu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMU, B COLIMATIBHBIX
CeTAX €CTb BO3MOXKHOCTb OJIOKHUPOBKH OTIPABKU COOOLICHUH € ONpeAeTeHHbIX
a/1pecoB;

8. Eciu T1b1 cBuzperens kubepOymmHra. TBoum JeicTBHA: BBICTYNUTH IPOTHB
npecienoBarTeNs, IO0Ka3aTh €My, YTO €ro JEHCTBHsS OLEHHBAIOTCS HETaTHBHO,
NOJIEP)KaTh KEPTBY, KOTOPOHl Hy)KHa IICHMXOJOTHYECKas MOMOIb, COOOIIMUThH
B3pOCIIBIM O (haKTe arpeCCHBHOTO TIOBEJICHUS B CETH.

N

o

Mobunvueiit meneghon

CoBpeMeHHble CMapT(hOHBI W TUIAHIIETHl COAEpP)KAaT B ceOe BIIOJIHE B3POCIHBIN
GbyHKIIMOHA, W Temepb OHU MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMH KOMITBIOTEPAMH.
OnHako, CpeaCTB 3alIUTHI AJII TOJO0HBIX YCTPOMCTB MOKAa O4Y€Hb Majio. TecTUpoBaHHE U IMMOUCK
YS3BUMOCTEM B HMX MPOUCXOAMT HE TaKk MHTeHCHBHO, Kak miuia IIK, To ke camoe kacaercs u
MOOMIIBHBIX MPUITOKECHHIM.

COBpeMeHHBIe MOOMJILHBIE 6pay3epLI YKE€ MPAKTUYCCKH JOTHAJIM HACTOJIBHBIC aHaJIOr'u,
OIHAaKO pacHIupCHUC (byHKLII/IOHaJ'Ia BIIEUET 3a COO0OI 6OJ'IBI_LIy}O CJIO)KHOCTb M MCHBIIYIO
3alIUIICHHOCTb.

Hanexo HC BCC MPOU3BOAUTCIIU BBIITYCKAIOT 06HOB.]'IGHI/I${, 3aKpBIBAIOIIUE KPUTUUYCCKUE
YA3BUMOCTHU [JI1 CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /7151 0€30MaCHOCTH MOOMIIBHOTO TeledoHa:

1. Huuero He sBIsieTCS MO-HacToseMy OecryaTHBIM. byab ocTopokeH, Belb Korja
Tebe mpearaloT OecIUlaTHBIE KOHTEHT, B HEM MOTYT OBbIThb CKPBITHI KaKue-TO
IUTaTHBIE YCIIYTH;

2. Jlymaii, npexne yem otrpaButb SMS, ¢oro mnmu Buneo. Thl TOUYHO 3HACIIb, TJI€ OHU

OyaIyT B KOHEYHOM UTOTE?

Heo6x011Mo 0OHOBIIATE ONEPAIIMOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Hcnonw3yit aHTUBUPYCHBIC TTPOTPAMMBI JIJIs MOOMIIBHBIX TeJIe(OHOB;

w
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5. He 3arpyxaii npuioKeHusi OT HEU3BECTHOTO UCTOYHUKA, BEllb OHU MOTYT COZICPKATh
BPEIOHOCHOE MPOrpaMMHOe 00ecrieueHue;

6. Ilocne Toro kak Thl BBIAACHIL C CaiiTa, IJIe BBOJAWI JHYHYIO WH(POpPMALNIO, 3aii1 B

HaCTPOMKHU Opay3epa u ynainu cookies;

[Teproaudecku MpoBepsiii Kakue IIaTHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMep MOOWJIBHOrO TejaedoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomkeH OBbITh BBIKJIIOYEH, KOTZIAa Thl UM HE MOJb3yenibcs. He 3a0biBait
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

COBpCMeHHBIG OHHafIH-HFpLI — OTO KpaCOYHBIC, 3aXBaThIBAIOIIMUC Pa3BJICUCHUA,
06’Le,[[I/IH$II-OH_II/IC COTHHU TbICAY YCJIOBCK IIO BCEMY MHDY. I/IrpOKI/I HCCIICAYIOT JAHHBIM UM MUp,
06HIaIOTC$I ApYyTr C APYroM, BBIIIOJHAIOT 3aJaHUsd, CPAKAIOTCA C MOHCTPAMHU U ITOJIYYAIOT OIIBIT.
3a YAOBOJIbCTBUEC OHH IUIATAT: IMOKYHAKOT AUCK, OIIAYUBAKOT a0OHEMEHT WU HpI/IO6peTaIOT
KaKue-TO OIIIIMH.

Bce atm cpexcrtBa MayT Ha INOJACpKAHME M Pa3BUTHUE MIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPILIEHCTBYIOTCSI CHCTEMBbl AaBTOPU3ALlMM, BBIITYCKAIOTCS HOBBIE MATUU
(unpoBbIe 3aMIaTKH JIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTouT OImacarbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXH
TBOCTO I1apOJIsd, Ha KOTOPOM OCHOBaHa CHUCTEMaA aBTOPHU3alINH OOJIBIIIMHCTBA Hrp.

OCHOBHBIE COBETHI M0 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecnu npyroii urpok BeneT cedst II0Xo WIK co3JaeT Tede HEMPUATHOCTH, 3a0I0KUPYH
€r0 B CIIMCKE UTPOKOB;

[Toxanyiicds aIMMHHCTpAaTopaM WIPbl Ha IIOXOE€ IIOBEJEHUE JOTOr0 HIPOKa,
JKEJIaTeNIbHO IIPUIIOKUTD KAaKHE-TO TOKA3aTelNbCTBA B BUJIE CKPHHOB;

He ykasbiBail muunyto nHpopmaiuio B podaiine urpsi;

VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHble TATYH U MO/IBI,

Hcnonb3yi CII0KHBIE U pa3HbIE N1apOJIH;

Jlaxxe BO BpeMsl UIPbl HE CTOWUT OTKJIIOYATh aHTUBHpYC. [Ioka Tl urpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

Nookw

Duwiune unu Kpaosica TU4Hblx OQHHbIX

OObI4HOM Kpameﬁ ACHCT U OJOKYMCHTOB CCTOIAHS YK€ HHUKOI'O HE YJII/IBI/IfI_HB, HO C
pasBUTHEM I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TIEPEMCCTUIINCE B HHTCPHET, H
MpoaOJIKAKOT 3aHUMATBHCA «TFOOUMBIM) ACIIOM.

Tak mosiBUIach HOBask yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAS IEJb
KOTOPOTO COCTOMT B TIOJIyY€HUH KOH(WICHIIMAIBHBIX JAaHHBIX IOJIb30BATENe — JIOTHHOB U
naposieii. Ha anrnuiickom si3bike phishing unraercs kak ¢umumnr (ot fishing — priGHas noBis,
password — mapouis).

OcHOBHBIE COBETHI IO 00PBOE ¢ PUIIHHTOM:

1. Cnemm 3a cBouMm akkayHTOM. Ecimu Thl mojmo3peBaellb, YTO TBOS aHKeTa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBAaTh €€ M COOOIIUTH aJIMHHHCTPATOpaM
pecypca 00 3TOM Kak MOKHO CKOpee;
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2. Wcmonp3yii Oe3omacHble BeO-CATBHl, B TOM 4HCIE, WHTEPHET-MarasmHOB U
ITOMCKOBBIX CUCTEM;

3. Hcnonp3yii ciokHbIE M pa3HbIe Mapoid. Takum o0pas3om, eciau TeOs B3JIIOMAIOT, TO
3JI0YMBIIIJICHHUKH T10JIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPO(UIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B31OMaIM, TO HEOOXOAMMO IpPEIyHPEeIUTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE J00aBlIeHbl Y T€0s B APY3bsiX, O TOM, UYTO TeOsl B3JIOMAJIM U, BO3MOXKHO, OT

TBOETO0 UMEHM OYZET PacchlIaThCsl CIIaM U CChUIKM Ha (PUIIMHIOBBIE CAThI;

YcranoBu HagexHbii mapoib (PIN) Ha MoOMIbHBIH TenedoH;

OTKII04M cOXpaHEeHue Maposist B Opaysepe;

7. He otkpsiBail (ailnbl U Apyrue BIOKEHUS B MUCbMAax AK€ €CIM OHMU MPUILIH OT
TBOMX Jpy3el. Jlyullie yTouHH y HUX, OTIIPABIISIN JIM OHU TeOe 3TH (ailiibl.

oo

Lughposas penymayus

[Mudposas pemyranus - 3TO HEraTUBHAs WIM MO3UTHBHAsA MH(popMalus B ceTu o Tede.
Kommpomerupyromast uapOpMausi pa3MelieHHass B UHTEPHETE MOXET CEpPbhEe3HBIM 00pa3zoMm
OTpa3uTbCs Ha TBOEH peanbHOM xu3HuU. «LludpoBas penmyranus» - 3T0 TBOH UMHJIK, KOTOPBIH
dopMmupyercs u3 uHopMaluu o Tede B UHTEPHETE.

TBoe MecTo KHUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHHE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOIMKalUy JTUYHOM MH(pOpManuu B
WuTepHere, HE MOHUMAasi BO3MOXKHBIX MOCIEACTBUI. Thl 1axe HE CMOXKEIb J0rafaTtbCs O TOM,
yTo (poTorpadus, pazmelieHHas 5 JeT Ha3ald, cTaja MIPUUYMHON OTKa3a IPUHATH TeOs Ha paboTy.

KommenTtapuu, pasmemenue TBoux ¢ororpaduit u apyrue JeicTBUS MOTYT He
WCYE3HYTh JaXe IIOCJIE TOro, KaKk Thl MX YyJaldullb. [l HE 3HAaellb, KTO COXPAHWI 3Ty
UH(OpMalIKIO, TIoTNana M OHA B MOMCKOBBIE CUCTEMbI M COXpAHMJIACh JIM OHA, a TJaBHOE: 4TO
NOyMaloT 0 Tebe OKpyXkarollee JII0JH, KOTOpble HaayT U yBUAAT 3T0. Halitu nndopmanmio
MHOIO JIET CIYCTSI CMOXeT Jr000il — Kak M3 J0OphIX MOOYXJIEHHH, Tak W C HaMepeHHeM
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEMyTALUU:

1. Tlomymaii, mpexae 4eMm 4YTO-TO MyOJWUKOBaTH M MepeaaBaTh y ceOs B OJiore WiH B
COLIMAJILHOM CETH;

2. B mHactpoiikax mpoduis yCTAaHOBU OTPaHUYEHUSI HAa TPOCMOTP TBOETO MPODUIIST U €ro
COAEPKUMOTO, CAETIAl €ro TOJBKO IS IPY3ei»;

3. He pa3memaii u He yka3biBail nH(OpMaIIHIO, KOTOpast MOKET KOT0-TH00 OCKOPOISATh
WU OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE IKOJbHUKH— aKTHBHBIE TIOJIb30BATEIM ITU(POBOTO MPOCTPAHCTBA.
OpnHako najexo He BCE 3HAIOT, YTO MOJIh30BAHHE MHOTHMH BO3MOKHOCTSIMH ITU(GPOBOTO MHUpa
TpeOyeT coOJI0IeHHsI PaB Ha MHTEIJICKTYaIbHY0 COOCTBEHHOCTb.

TepMuH «MHTEIUICKTyadbHas COOCTBEHHOCTB» OTHOCHUTCS K Pa3JIMYHBIM TBOPCHHUSIM
YeII0OBEYEeCKOr0 yMa, HauWHasl C HOBBIX M300PETEHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TPOXYKTHI M YCIyTH , W 3aKaH4YMBas KHHUTamMH, (oTorpadusmMu, KUHOPHIBMaMU H
MY3BIKAJIbHBIMH POU3BEICHHISIMH.
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ABTOpCKHE IIpaBa — 3TO IPaBa HA MHTEIUIEKTYaJIbHYI0O COOCTBEHHOCTh Ha IPOM3BEACHUS
HAyKH, JIUTEPATYpPbl U UCKyCcCTBA. ABTOPCKHUE IIpaBa BHICTYAIOT B KaU€CTBE rapaHTUU TOTO, UYTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJeT HalpacHbIM, AACT €My CIPaBEUIMBbIC
BO3MOXKHOCTH 3apab0TaTh Ha pe3ysIbTaTax CBOETO TPYAA, MOIYYUTh U3BECTHOCTh U MPU3HAHHE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTH €ro MPOU3BEICHHUE, PACIIPOCTPAHSATS,
nyOJIMYHO JIEMOHCTPUPOBATh, MNpPOAaBaTh, WMIOPTHPOBATH, IyCKaThb B TPOKAT, IYOJUYHO
UCTIOJIHATD, I0KA3bIBATh/UCIIOIHATH B 3(Hpe UK pa3meriaTts B VIHTepHeTe.

Hcnonn3oBanue «IHAPATCKOTO» IIPOIrpaMMHOI'O obecreyeHnss MOXKeET IMPUBCCTHU K MHOI'UM
pucCckamM: OT HNOTCPHU HAHHBIX K TBOUM adKKayHTaM 10 6JIOKI/IpOBKI/I TBOCT'O yCTpOfICTBa, Trac
YCTaHOBHeHHBIﬁ HC JICrajibHas IIporpamMma. He croutr Ttakxe 3a6BIBaTB, 4YTO CYHECTBYCT
JIeTaJIbHEIC U OeCIIaTHBIC nporpamMmal, KOTOPBIC MOYKHO HaAlTH B CETH.

O nopmane

CereBn4ok.p) — TBOH TJIABHBI COBETYMK B CETH. 3/1€Ch THl MOXECIIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU KPUTUYECKOU
CUTyallMd OOpaTUTHCA 3a COBETOM. A TaKXe NMPHUHATH ydyacTHE B KOHKYpCax M CTaTh CaMbIM
U(POBBIM TpakIaHUHOM !
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